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Why is your Small Business a Target?
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Small Businesses Continue to
28% of Data Breaches in 2020 Involved Small Underestimate Cyberthreats Even

. as More Work Remotely
Businesses

When It Comes to Cybersecurity, the Small and

Medium Business Community Needs to Do

B tt Asignificant gap between the perceived importance of cybersecurity

A ons for busi with fewer than 10 and those with
Published: May 25, 2020 Last Updated: jul 22, 2020 by Michael Guta _In Small Business Dark Reading more than 10 employees.

CYBER READINESS
INSTITUTE

*  89% of small businesses moving to a remote workforce during Covid-19 stay-at-home orders

35% of small businesses with fewer than 10 employees do not have an incident response policy.

49% of small businesses will still maintain at least a partial remote workforce after Covid-19 restrictions are lifted.
More than 42% of businesses have provided additional password training or policies over the past two months.

30% of small businesses have used new free cybersecurity tools since work-at-home orders began.

25% of small business owners anticipate hiring new cybersecurity staff or consultants over the next six months.
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https://cyberreadinessinstitute.org/news-and-events/businesses-with-fewer-than-10-employees-continue-to-underestimate-cyber-threats-even-as-more-work-remotely-new-cyber-readiness-institute-survey-find/

What is Cybercrime?

Anything
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. Extortion
« Personal Data Breach

- No Lead Value
- Non-Payment

Delivery

- Phishing/ Vishing
- Real Estate/Rental
- Government

Impersonation

- Health Care Related

- Gambling
- Hacktivism

- Romance Fraud
- Trolling

- Advanced Fee

- ldentify Theft

- Spoofing

- Overpayment

- Employment

- Tech Support

- Lottery

- Misrepresentation

Everything

. Investment
- Malware/Virus
- Corporate Data

Breach

- Counterfeit

- Denial of Service
- Ransomware

- Crimes Against

Children

- Re-shipping
- Civil matter
- Charity

- Terrorism
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Cybercrime is a crime that can only be committed with the use of a computer and/or the internet.  Cyber Enabled crime involves the commission of a traditional crime that has been modified to use a computer and/or the internet.

Cybercrime generates more revenue than drug trafficking.  Individual earnings from cybercrime are  10-15% higher than most traditional crime.

Financial organizations, healthcare providers and retail stores were the top three verticals targeted by cyberattacks leveraging malware
Cost of a data breach is higher in the financial services and healthcare sector than any other industry.
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Ransomware THE STATE OF RANGOMWARE AMONG SMBs

71% of ransomware attacks are targeted at
small businesses.1

Inthe last 12 months

22{1/ of organizations had to cease business
{0 operations immediately because of ransomware

81% ot

6 6% have suffered a data breach

35% were victims of ransomware

Malwarebytes
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What Are You Worth to a Cybercriminal?
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Consequences of Risk:
40% of consumers have reported breaches of their personal
data by someone who did not have prior consent.

39% of data breaches involved the illegal takeover of devices,
while 31% had their personal data stolen or used illegally, and a
fifth (20%) had their private data divulged publicly.

By having their data privacy compromised:

* 39% of consumers felt inundated with spam and ads.

* 33% felt stressed.

* 24% believed their personal reputation had been damaged.

* 19% had lost money, were bullied or ended up causing offence
to others.

* 16% said they have been blackmailed.

» 14% felt their careers had suffered.

* 10% experienced damage to their romantic relationships,
some even ending up in divorce.

*  Kaspersky Global Report



What is the Dark Web?
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2017-09-26
FIRETIGERRR BREACH UPDATE

@i JOMER'Ss STASK

FIRETIGFRRR BREACH at JOKER's STASH
5.000.000 pcs. ALMVMIOST ALIL USA STATES.

100% FRESH 100% FIRE DUMPS

WARRAX (FIRETIGERRR BREACH) : USA by STATE/CITY/ZIP TR1+TR2/TR?2, uploaded 2017-09-25
first 3 days NO REFUNDS !
after 3 days TIME FOR REFUNDS: 3 HOURS (GOLD USERS 12H, SILVER 9H, BRONZE 6H)

WARRAX-EXTRA (FIRETIGERRR BREACH) : USA by STATE/CITY/ZIP TR1+TR2/TR2, uploaded 2017-09-25
first 3 days NO REFUNDS !
after 3 days TIME FOR REFUNDS: 3 HOURS (GOLD USERS 12H, SILVER 9H, BRONZE GH)

FIRETIGERRR random dumps wvalid test (rv2Z2services checker):

= Joker's Stash Try2Check.me | Gate 1 —i-

G Ty 2services. pm

CC_number Auth_code Auth_result Amount Woid

53334400 =18101010 [O0O] APPROWAL 441 processing wvoid
44654000 =20022011 [O0] APPROWAL 341 processing wvoid
51789557 =19102010 [OO] APPROWVAL 4.71 processing wvoid
47370300 =19092010 [OO] APPROWVAL 7.59 processing void
44304730 =20042011 [OO] APPROWAL 4 .60 processing void
45082339! =18081010 [OO] APFPROWAL 77T processing void
43510800 =20052010 [10] PARTLIAL APFPROWAL 912 -

44654001¢ =20122011 [CO] AFPFPROWAL g4 47T processing void
AT E DY — a4 4 a1 4 oo EEIED T S 4 TN U 1



Outdated application software
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Best Practices

Keep software up to date with the latest patches

Consider "Automatic Updates"” when available

Use Multifactor Authentication

Don't reuse the same passwords across multiple sites

If you use remote login, only enable the connection when needed

Hold your third-party service providers to high standards

Avoid clicking on links and attachments in emails

If you weren't expecting the email, verify using a trusted phone number




How can you avoid
being a victim of
cybercrime?
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