CMMC

ARIENTO MANAGED CMMC SOLUTION

CcMMC
Level 1

OARIENTO

cMMC
Level 3

CcMMC
Level 4

Outsourced IT Help Desk v v v
Office Network Infrastructure (Boundary Firewall, Access Point,
~ ( / v v v

Switch)
Multi Factor Authentication v v v
Web Content Filtering v v v
Microsoft Office 365 Email, Office, and More v ( G\C/C) ( G\C/C)
Microsoft OneDrive & SharePoint Cloud File Drive & Secure v N4 N4
Sharing (GCC) (GCC)
Microsoft Teams Voice, Video, Chat, & Screen Share for Meetings v N4 N4
& Collaboration (GCC) (GCC)
FedRAMP Authorized Endpoint File Backup v v v
FedRAMP Authorized Endpoint & Mobile Device M t

e uthorized Endpoin obile Device Managemen v v v
(MDM)
Single Sign-On (SSO) Technology v v v
FedRAMP Authorized Backup for Microsoft Office 365 Email, i
Teams, SharePoint & OneDrive v v
Third-Party Vendor Management/Provisioning = v v
Virtual Chief Technology Officer (vCTO) - v v

Compliance

CMMC Certification, Audit & Assessment Assistance v v v
Vulnerability & Patch Management, Scanning & Analysis = v v
Independent Audit & Control (Separation of Duties) - v v




Documented CMMC Information Security Policies, Practices, &
Systems Security Plan (SSP)

CMMC Cybersecurity Training & Awareness Program =

Secure e-Waste Disposal -

SIS S
SIS S

CMMC Security & Compliance Program Management =

Cybersecurity

Advanced w/

FedRAMP Authorized Endpoint Protection (Anti-Virus/Malware) Basic Advanced UEBA & EDR
FedRAMP Authorized Email Protection & Filtering Basic Advanced Advanced
Virtual Chief Information Security Officer (vCISO) - v v
FedRAMP Authorized Data Loss Prevention (DLP) — Endpoint & )
Office 365 v v
Monitoring by Outsourced Security Operations Center (SOC) - v 24/7
Incident Response = Collection Only | Collection & Triage
FedRAMP Authorized Central Log Collection, Review & Analysis = Scheduled Real Time
FedRAMP Authorized Security Information Event Management

- - v
(SIEM)
Threat Hunting & Intelligence = v

Additional Optional Services (Additional Fees Apply)

Discounted Rate Card for Project Work

Purchasing from Ariento’s Secure Supply Chain Store
Virtual Private Network (VPN)/SD-WAN

Voice Over IP (VOIP) Phone System/Audio Conferencing

CMMC Certification Assurance

CR KKK

Cloud Based Security Cameras

Microsoft Office 365 GCC High for Export Controlled Data (I.E.
ITAR, NOFORN, EAR, Nuclear, etc.)

SIS (KIS IS S
AR SR U N SR N SRS

Personnel Screening by HireRight =



FedRAMP Authorized Secure Cloud Environment (AWS, Azure,

Google)
FedRAMP Authorized Secure Cloud Workstations

Premium (Dedicated) Support or Staffing

Non Ariento Provided SaaS Vendor Support & Security
(Backup, DLP, Logging, Configuration, Etc.)

<



